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Economics of cybersecurity

• Incentives and market failures: HEI use 18% of their Business Application 
spending on Teaching, alas students and academic staff use a lot of ”free
software”. Is ”free” secure? And who pays for security breach?

• The power of incentives: Who is buying a Business Application and who is 
responsible for IT-security

• Asymmetric information: Firms have insight in level of security and flaws in 
their products, HEI and students have not. 

• Externalities. One HEI’s cybersecurity investment can affect other HEI.  If uni X 
have unsecure services and user behavior, these can negative effect other HEI.



3 variables: security costs, security level and 
security benefits
• Cost of security appears to be the most straightforward variable to measure. 

• Direct costs include purchasing, installing, and administering security measures. 
Think of acquiring products such as firewalls and antivirus software, but also of 
user training, awareness campaigns or staffing an incident response team. 

• Indirect costs: implementing a strong password policy can affect system 
employee morale.

• Security level: User awereness, phished credentials 

• Security benefits: possible research, funding req. and trust from community



Security as a function of the economic activity in 
the core business.
• HEI have fixed costs which are independent of the core business activity, 

for instance, acquiring new firewalls. 

• HEI have variable costs; these grow proportionality to the activity, like the 
cost of distributing security tokens or number of students on LMS 

• ISPs are not obliged to act on notifications that their customers are 
infected with malware 



Gordon-Loeb Model*

• (1) Estimate the value/ the potential loss for each information set in the 
organization; eg the institutions mailsystem.

• (2) to estimate the probability that an information set will be breached 
based on the information set’s vulnerability; (user lured by spearphishing) 

• (3) to create a grid of all possible combinations of steps 1 and 2 above 

• (4) to derive the level of cybersecurity investment by allocating funds to 
protect the information sets, subject to the constraint that the incremental 
benefits from additional investments exceed (or are at least equal to) the 
incremental costs of the investment.

*Gordon, L.A. and Loeb, M.P. (2002) The Economics of Information Security Investment. ACM Transactions on Information and System Security, 5, 438-457



1 Estimate value from cost of Buisness applications



2 Estimate propability of breach/ level of security

• In the Nordic region 11 of 70 HEI in 2020/1 was attacked by TA047 (Silent 
Libarian): 15 % risk

End-to-end mapping of a spear-phishing attack on Higher Education Institution in EU
https://doi.org/10.29007/53wk

https://doi.org/10.29007/53wk


Create a grid for possible outcomes for 1 & 2

• GL rule that the optimum investment is less than 37% of the expected loss. If the potential loss for your HEI is 50 mill euro for 
your mailsystem is hacked, do not spend more then 40 mill. You will overspend on this item.



4 Derive the level of cybersecurity investment by 
allocating funds. Bencheit: Subservice IT security
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The security level 
• Security level can have deterministic and stochastic indicators. 

• Stochastic indicators are able to capture uncertainty produced by the 
attacker behavior, while deterministic don’t. For example, deterministic 
indicators include patch level, existence of intrusion detection systems, 
whether virus scanners are in place, etc. 

• Stochastic indicators are the incidents reported by intrusion detection 
systems or phishinattack

• Within Benchheit we can find these numbers on security level



Benefits of security.

• We can estimate the security benefits as the reduction of losses that would have 
been incurred in the absence of security. However, this reduction could be due 
to a change in the attacker’s behavior rather than due to the deployed security 
measures. 

• Will TA47change, many swedich HEI are attacked, but no Finish. Is this due to 
spending on IT security in finish HEI  and security level? 

• There is no correlation on this from Bencheit. Further investigation is needed

• Immediate financial impact of compromise mailsystem due to TA047 attack can 
be hard due to the random nature of losses and the same time raise some 
questions like “What are the right security measures to implement?” 
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