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1. Abstract
Nottingham Trent University, like many institutions, has been reviewing IT risks and opportunities. A reorganisation enabled the setting up of a small IT Governance team to introduce appropriate identification and management of controls to ensure that activities across the Information Systems department are correctly governed. Each of the identified areas has been tackled systematically to arrive at a solution which works for our organisation. In doing so we have identified what works and what does not and how our culture has changed as a result of the work undertaken.

2. Background

Nottingham Trent University is a so-called ‘new’ University having been created out of the former Nottingham Polytechnic in 1992. The components of the Polytechnic which were brought together in 1970 can be traced back to 1843 with the opening of the Nottingham Government School of Design. Today the university is a vibrant modern university based on three campuses, with approximately 25,000 registered students and 2,800 members of staff.

Business systems were being moved to electronic format in the late 1970s and the University has been through a number of support structures for IT, with the current Information Systems and Web Development teams being created at the end of 2004. Bringing staff together in one department and in the main co-located, has allowed university and IT managers to identify both strengths and weaknesses and the balancing of risks and opportunities of the then IT provision, and to move to address issues.

This balancing of risks and opportunities is the major drive for the introduction of IT Governance at Nottingham Trent University. One significant risk identified is associated with the University culture, identified as ‘Academic Freedom’, which has translated into a perception that IT staff can ‘do what they like’. This has essentially arisen from poor management - consequently IT Governance has been introduced to bring in systems of control, without quenching initiative and enthusiasm.

3. Governance Models

Our first approach was to use the National Computer Centre best practice guide (NCC, 2005) to identify the issues we should be tackling to create an IT governance model:

· Creating a business case for IT Governance

· Performance Measurement

· Implementation roadmap

· Communication Strategy and Culture

· Capability Maturity and Assessment

· Risk Management

· Supplier Governance

· IT and Internal Audit working together and using COBIT
· Information Security Governance

· Legal and Regulatory aspects of IT Governance

· Architecture Governance

· Managing the IT Investment

Our conclusion, given the amount of work identified, was to pick off the areas perceived to be low hanging fruit and to use these to start to promote change, and to help us address an appropriate model for IT Governance within the University.

Looking at COBIT (ISACA website, 2010) we rapidly decided that this was not the model for us. Essentially we felt a need for something simple which we could adopt easily and let it grow. If it morphed towards COBIT then so be it, but for us it was not a place to start from.

Rather a small group proposed a simple hierarchical structure:

	Business Strategy alignment

	IT Governance – Critical Success Factors - IS objectives

	Balanced Scorecard

	Pillars of activity
	
	Pillars of activity
	
	Pillars of activity
	
	Pillars of activity
	
	Pillars of activity

	External Benchmarks; Good Practice (ITIL, ISO, PRINCE2, etc.)

	IS Values

	Monitor – Key Performance Indicators

	Audit – External assessment


Figure 1 – Proposed IT Governance structure
Where we are using the ‘pillars of activity’ to represent the working areas of the department – operational; development; projects; etc.
The working group proposed that by establishing the work of the department on a grounding of best practice this should ensure we were operating in the correct space with appropriate monitoring being used to identify if the work was appropriately aligned to the business need.
Shortly after reaching this conclusion, the work reviewing IT Governance in the UK Higher Education sector funded by the Joint Information Systems Committee was published (JISC, 2007) which seemed to reach similar conclusions (but with a better picture):
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Figure 2 – JISC IT Governance structure

For us, what was particularly helpful was the supporting material, including a toolkit and questionnaire which have enabled us to identify where we are along the process, and what still needs to be done.

Latterly we have also been looking at the overlap between the JISC model and the ISO standard ‘Corporate governance of information technology’ (BSI, 2008) and in particular the 6 principles:

Principle 1: Responsibility

Individuals and groups within the organization understand and accept their responsibilities in respect of both supply of, and demand for IT. Those with responsibility for actions also have the authority to perform those actions.

Principle 2: Strategy

The organization’s business strategy takes into account the current and future capabilities of IT; the strategic plans for IT satisfy the current and ongoing needs of the organization’s business strategy.

Principle 3: Acquisition

IT acquisitions are made for valid reasons, on the basis of appropriate and ongoing analysis, with clear and transparent decision making. There is appropriate balance between benefits, opportunities, costs, and risks, in both the short term and the long term.

Principle 4: Performance

IT is fit for purpose in supporting the organization, providing the services, levels of service and service quality required to meet current and future business requirements.

Principle 5: Conformance

IT complies with all mandatory legislation and regulations. Policies and practices are clearly defined, implemented and enforced.

Principle 6: Human Behaviour

IT policies, practices and decisions demonstrate respect for Human Behaviour, including the current and evolving needs of all the ‘people in the process’.

This will enable us to further refine our model and to ensure that we keep moving forwards.

4. Low hanging fruit

Using the NCC list (see section 3.) we rapidly concluded that the most appropriate areas to address were those where we felt that ‘quick wins’ were possible and so we agreed to address the following topics first:

Risk and audit

Finance

Information Security

Legal issues

A review of the department following the appointment of a new Director in Information Systems led to a review of capability followed by a two year programme to develop shortcomings. In Governance terms this added the following areas to the work programme:

Capability Maturity and Assessment

Performance Measurement

Architecture Governance

Supplier Governance

Culture

Leadership and Management

Subsequently we have formalized the whole approach to IT Governance by writing a strategy for taking issues forward and identifying the work needed. The work list from the first version of the IT Strategy is included in Appendix 10.1, the capability model we are aligning to is in Appendix 10.2.
A more recent minor departmental reorganisation further extended the reach of IT Governance when the following areas were moved into the IT Governance team:

Software Licensing

Asset Management

Change

Test and QA

The IT Governance strategy has recently been reviewed and updated - we continue to identify areas for development, for example we have identified we need to develop a formal communications strategy both within Information Systems and for our outward messages across the University
5. How have we tackled each area?

5.1. Risk and audit

The first thing we realised was that whilst risk was everybody’s business; it was also nobody’s business. Consequently while risks were being managed informally, there was neither departmental risk register, nor high level view for the IS Management Team. We have tackled this by collating risks into three areas:

· Department wide (so called high level risks the Director need to be aware of)

· Operational risks

· Project risks

High Level risks are reviewed by the Information Systems Management Team at a formal risk and audit meeting, looking for minimisation of gross risks and formal sign off of minimised risks to a ‘risks accepted’ register. Operation risks are also reviewed monthly by operational managers. This register has needed some work as these staff are often less interested in formalising risks, documentation or review! Essentially a high degree of involvement by the IT Governance team has been required, in training, in identifying and categorizing risks, identifying appropriate mitigation and ongoing management. Project risks exist as generic risks across all projects, managed by the head of the Project Office and as individual project risks managed by project boards. For projects we use the RAIDs formula (Risks, Assumptions, Issues and Dependencies).

Audit actions, for us, are those as a result of investigations into IS activity by internal audit. For practical purposes these are managed as issues in the risk register and reviewed at the monthly managers’ meeting. Formal audit closure takes place and both audits and the work done are reviewed by the University’s Board of Governors. The most significant involvement has been to encourage managers to be honest about their capability to respond to request from auditors, not to be over ambitious and to agree practical timescales for implementing improvements
5.2. Finance

Traditionally finance had been managed centrally; i.e. there was one budget for the whole department. This meant that departmental managers had neither authority nor responsibility for making purchases. This has been resolved by identifying appropriate budget managers and devolving budgets. For governance purposes, expenditure is tracked monthly and significant deviations from budget need to be explained/resolved. These are reviewed locally but also at a monthly management meeting which also tracks overall progress. Governance is also involved at budget setting to ensure that budgets are realistic and within wider budget setting constraints
5.3. Information Security

Information Security has been in the hands of a dedicated member of staff for some six years. This ensures that we have the correct skills to manage and maintain security and also to conduct investigations. Our weakness is providing cover for holidays and sickness, though we have made plans to address this should budget become available. For governance purposes this role was moved into the IT governance team when this was formalised.

5.4. Legal issues

Identifying that the legal aspects of IT management and governance were resolved correctly was achieved by a simple discussion between the IT Governance team and the University’s Legal Services team. As well as establishing an ongoing dialogue, we have established formal processes to ensure issues are resolved in a formal way; notably requests for information under the Data Protection and Freedom of Information acts.

5.5. Capability Maturity and Assessment

This was an activity promoted by the then new IS director where we undertook a maturity model self assessment against 8 areas:

Leadership and Management

Communications

People

Client

Organisation

Process

Architecture

Finance

The criteria for each of the maturity levels are described in Appendix 10.2. In practical terms for IT Governance this enabled a number of areas to be addressed as part of a wider programme. One particular success has been the workstream leader for the People stream effectively becoming a surrogate member of the IT Governance team and ensuring that appropriate processes are in place for managing our staff and ensuring their voice is heard.
5.6. Performance Measurement

Establishing appropriate performance measures has been something that we have not found easy to do, though we are not sure why. After about 12 months of prevarication the Capability Improvement Plan project manager finally established Key Performance Indicators for each of the project areas, though until we appointed one person to be responsible for collecting the data reporting was patchy. Having someone who no longer accepts ‘the data is not ready’ as an answer means we now have regular monthly reporting. Having this data also names and shames poor performance, and has meant that scores have been improving!

5.7. Architecture Governance

We have addressed managing the University’s IT architecture by creating a small group which we call the Design Authority. This consists of four staff with systems management; network design, business management and system testing skills. They have created a model architecture to which we are aspiring, and new work has to be approved by them before it can proceed.

5.8. Supplier Governance

We have tackled our relationship with our suppliers in two ways, Firstly we have simply created a list of who they are, what their details are and what we purchase from them. This will generate further work to seek to consolidate suppliers and to better manage the relationship we have with them. We have also tendered for a strategic partnership for the supply of our key activities – servers; storage, network, desktop computers, printers and AV equipment – and this has led to the development of a significant arrangement where we have call on added value services; access to specialist and preferential pricing; enabling us to develop activities which improve the service received by members of staff and students.

5.9. Culture

We had identified a problem with low morale (which curiously did not affect staff turnover) and have been looking to improve this in a number of ways. Most importantly we have been using a survey from the Health and Safety Executive to measure morale and thus have something more objective to identify issues and change over time. Practical activities have been an all staff morale team to highlight and seek to resolve issues; better communication; a team newsletter; encouraging managers to have 1 to 1 meeting and team meetings to improve team bonding; informal coffee and lunch sessions, etc.

5.10. Leadership and Management

Our aim was essentially to improve management skills and manager confidence. We have had a year of in-house training in areas of management practice with practical activities for managers and team leaders to use with their teams. This has been followed up with a mangers forum where we are staring to encourage managers to talk with each other and raise areas of common interest and concern.

5.11. IS values

Whilst this might seem a trivial issue, we have agreed and are promoting the values we hold as a team. Doing this has helped with the change of culture, so that as we start to value each other we start to become a team, and then start valuing the work we do, and thus start to assess how what we do impacts on the business of the University, and thus embrace the reasons behind why we conduct IT Governance.
5.12. Software Licensing

Essentially our aim is to ensure that all software is licensed correctly, but also to ensure best value by minimising the number of software titles and making use of bulk discounts. We have implemented this with a small team who process requests for new licenses, and are working thorough a long backlog of previous ways of recording purchases.

5.13. Asset Management

Inventory management has essentially a stand alone manual activity. We are in process of implement a Configuration Management Database (CMDB) which will enable improved management but will also link request for service through our Service Desk and enable maintenance of device configuration on a regular basis rather than ad hoc.

5.14. Change

From a position where essentially Change took place in a completely unregulated way, we have created a small team who have implemented a Change Management Process based on best practice from the ITIL toolkit. This process has been integrated into our Service Desk tool and so Change is now captured and managed in a way that is well understood and which the whole department has bought in to. Our next move is to ensure that as well as reporting change, better assessment of what is being proposed takes place.
5.15. Test and QA

We have also introduced a small team who are responsible for managing system testing and Quality Assurance. So far we have been creating processes – convincing developers that independent testing is worthwhile is, so far, an uphill struggle!
6. Standards and Best Practice

Apart from ISO 38500, we have identified a number of other areas of best practice which we have used to improve IT Governance: 

PRINCE2 - We have adopted PRINCE2 as a standard for our project management. By doing so this has enabled formal project management to start taking place. A number of templates have been written to ensure that project managers follow a similar format and also that documentation, project plans, risk management, budgets etc. are comprehensive and complete.

ITIL - We have agreed to adopt ITIL as our standard for service management. Implementation has been slower than we had planned, possible because we have been trying to run before we can walk. Implementation of new service desk software to underpin ITIL processes has also been more complex than we had been led to believe. So far we have implemented Incident Management; Problem Management and Change Management with the Asset and Configuration module (CMDB) on the way.

Investors in People - Investors in People (IiP) is a less than obvious standard to be thinking of in relation to IT governance. IiP is a standard for identifying that we have implemented appropriate people management through our capability improvement plan. We believe that having a workforce that is valued and feels themselves part of a highly skilled and well motivated team and managed correctly is a sound building block for establishing the processes and procedures that expect them to behave in appropriate ways. 

7. What do we think we need to underpin all this?

There are a number of key attributes that we believe are needed to enable IT Governance to be a success:

· Establishing a culture where people start thinking that governance is important and start asking themselves what would the IT Governance team make of what I am doing/proposing to do

· Strong support for the IS Director and Senior managers – At NTU the IT Governance team is viewed as the conscience of the IS Director; he knows he will get nagged!
· Having a Governance team who have the ability to find out what is going on – having someone who can get people to talk to them about what is really happening; what staff are really thinking; what mad ideas managers are proposing; etc.

· Be prepared to ask questions and expect answers

8. Conclusion

Introducing IT Governance at Nottingham Trent University has been an interesting journey. Winning management hearts and minds was relatively easy; getting the support from the rest of the staff has been about showing them the value of what we are seeking to change and explaining why we are doing it. At some point there has been a cross over where they come and ask, rather than have to be encouraged to join in. At that point we felt that we were winning and have been encouraged to carry on.
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10. Appendices

10.1. Extract from the Nottingham Trent University IT Governance Strategy – the work we agreed needing to be undertaken:
What’s being done via the Capability Improvement Project

CIP1
Information Management Strategy integrated into IS life [Overall objective]

CIP2
Business Relationship management [Client L2]

CIP3
RADAR process [Process L1]

CIP4
Improved dialogue between IS and stakeholders [Communications L2]

CIP5
Ongoing development of IS risk programme [Leadership L3]

CIP6
Balanced Scorecard (right KPIs) [Client L2]

CIP7
People section of IS capability plan implemented including succession planning; talent management [People L1, L2]

CIP8
Development of IS architecture [Architecture L1, L2]

CIP9
Supplier partnerships [Finance L2]

CIP10
Ongoing development of IT standards; implemented (imposed?) [Architecture L2]

CIP11
Design authority in action [Architecture L1, L2]

CIP12
3 year budget planning tied to strategy [Finance L2]

CIP13
Supplier partnerships [Finance L2]

CIP14
Budget management; improved reporting by budget holders rather than just management accounts [Finance L1]

CIP15
Review of suppliers used; improved supplier management [Finance L2]

CIP16
Implement ability to provide full service costs for discreet services [Finance L2]

CIP16
Implement ability to provide full service costs for discreet services [Finance L2]

CIP17
Ongoing review the services IS is offering and how these will be supplied (Roles and Responsibilities); tweak reorganisation of teams as appropriate [Organisation L2]

CIP18
Implement effective leadership and management structure [Leadership L2, Organisation L2]

CIP19
Project Process and procedures; standard paperwork [Process L1]

CIP21
Architecture development [Architecture L1, L2]

CIP22
Project management methodologies and Tools [Process L1]

CIP23
Further staff training as required in PRINCE2 [Process L1]

What else needs to happen?

ITG1
Development, approval by SMT and promulgation of an IT strategy [IS Director]

ITG2
Development, approval by IS MANAGEMENT TEAM and promulgation of individual strategies for IS departments [IS managers]

ITG3
Information Management Strategy kept up to date [IS Director, IS managers]

ITG4
IS strategies update timeline agreed [IS Director]

ITG5
IS strategies kept up to date [IS managers]

ITG6
External validation of IS strategy alignment by SMT [IS Director]

ITG7
Annual IT audit programme [IT Governance]

ITG8
Communication of improving alignment via IS publications - IS monthly report for stakeholders; TeamTalk for IS staff [IS Director]

ITG9
Additional (Key) Performance Indicators [IS Management Team]

ITG10
Consider external review of IS [IS Director]

ITG11
Promote appropriate IS training through TDU (improve planning of the training programme partnership?) [IS Director, Business Relationship Managers]

ITG12
IS involvement in student IS induction planning? [Business Relationship Managers]

ITG13
IIP accreditation [IT Governance]

ITG14
Long term budgeting [IS Director, Head of Technology Services, IT Governance]

ITG15
Capacity planning and ongoing monitoring [IS managers]

ITG16 Disaster Recovery/Business Continuity planning [Head of Technology Services, Technology managers, ITSCM project]

ITG17
Ongoing security programme [Matt]

ITG18
Technology refresh via the Strategic Partnership programme [IS Director, Head of Technology Services]

ITG19
Consider IS involvement in NEUPG [IS Director]

ITG20
Maximise benefits from Strategic Partners [IS Director, Head of Technology Services, IT Governance]

ITG21
Implement service reviews [IS Director]

ITG22
Policies and procedures agreed; documented and published in central place [IT Governance]

ITG23
Document management systems [Portals project, IT Governance]

ITG24
Improved communications channels [IS Director]

ITG25
Regular staff reminders of their responsibilities to DPA; FOI, etc. [IT Security manager]

ITG26
Completion of Service Continuity project; embedding in KTLO procedures [Head of Technology Services]

ITG27
Ongoing ISMG activities [IS Director]

ITG28
Development of a standard Business Case template [Head of Portfolio and Project Office]

ITG29
Service reviews [IS Director, Head of Technology Services]

ITG30
Development of existing systems to comply [Head of Technology Services, Infrastructure Manager]

ITG31
Single sign-on [Head of Technology Services, Infrastructure manager]

ITG32
Implementation of RAIDs activity in structured way across projects [Head of Portfolio and Project Office]

ITG33
Implementation of ITIL [Head of Technology Services, ITSCM project]

ITG34
ISO20000 accreditation [Head of Technology Services]

ITG35
Liaison with LLR for student feedback [Head of Technology Services]

ITG36
Service Level Agreements [IS Director, Head of Technology Services]

ITG37
Adopt IS values [IS Management Team]

ITG38
On going development of the Risk Assurance matrix with managers to proposing controls and assurance [IT Governance]

ITG39
Completion of audit actions [IS managers]

ITG40
Identification of additional reporting indicators; production of a Balanced Scorecard [IS management team]

ITG41
Consolidation of budgets for 2009/10; profiling [Budget holders]

ITG42
Ongoing assessment of lessons learned [IS Director]

10.2. Capability Maturity Levels

	
	Leadership
	Communications

	Level 1


	· Shared vision and purpose accepted by team

· Understanding of the individual team

· Evidence of a clear leadership style

· Understanding own leadership strengths / weaknesses
	· Basic internal communications

· Egg timer meetings

· 6 weekly briefings

· Monthly Reports

· Publish successes in Weekly Update and Grapevine

	Level 2


	· Clear understanding of the talent

· Local interpretation of shared purpose and vision

· Leadership development plan in place

· Commercially led decisions and actions

· Clear performance expectations

· Reward good performance and deal swiftly with non performance
	· We understand the University / It understands Us

· Internal PR/Internal measurement

· Improved push/pull balance

· No surprises

· Research and improve tools and methods

· Conduct surveys



	Level 3


	· Demonstrate commercial risk management

· Dynamic energetic presence

· Counselling skills

· Positively enhancing purpose and vision

· Demonstrate an adaptive leadership style
	· External PR activity/case studies

· Look at competition

· Knowledge management

· Formalise communications with clients

· 360 client feedback

· Communities of Practice – “Front Foot”

	Level 4


	· Significant impact outside own area of responsibility

· Clear understanding of our function’s capability and value to the organisation

· Demonstrably improving the University’s capability

· Getting 10% more than teams thought they could deliver

· Creative collaboration
	· Sought after brand

· Brand identity

· Corporate portal

· Exceed client expectation

· Market awareness

· Guest speaker competencies



	Level 5


	· Highly sought after leaders, both internally and externally

· Influence the University’s direction


	· Externally marketed service offers

· Buy-in expertise

· Launch events

· Sponsorship

· Serious involvement


	
	People 
	Client 

	Level 1


	· Performance Management of task and behaviours

· All working well in each location

· We understand Today’s culture

· No HR issues remain from the past

· Framework implemented
	· Desire to satisfy clients in general terms



	Level 2


	· Cross campus ethos

· Right people in right jobs

· Clear career paths for every discipline

· Supportive, honest and open environment

· Managers recognise value of individual

· Delivery culture
	· IS Business Relationship Managers

· Remove complacency

· Be viewed as Enabler, rather than Barrier

· Build relationships

· Demonstrate flexibility



	Level 3


	· Individuals understand their contribution

· Change culture

· Cross functional ethos

· Self-owned career development

· Vision and Values understood and bought into by leadership population
	· Clients think we are Top Dogs

· Consistently invited to Hallowed Rooms

· Proficient and mature contract ethos

· Fully mature estimating/reporting models

· Defined service style



	Level 4


	· Vision and Values understood by everyone and bought into by everyone

· Staff Balanced Scorecard

· Active and robust succession planning

· Commercially focused culture


	· Business plans to generate income

· Our service style is desired by our clients

· Defined brand ethos but no logo

· Marketing strategy

· Acquire marketing skills

· Market our capability

	Level 5


	· Secondments to other organizations / teams because they want us

· Others see us as experts in our fields

· Professional consultants sought after elsewhere

· All our people are highly marketable
	· We are sought after by  our clients

· Perceived as a Professional Services organisation

· Track record in marketplace

· Recognised as industry experts

· Strong brand



	
	Organisation 
	Process 

	Level 1


	· Today’s model understood by all in IS

· High level cooperation across 3 campuses


	· Link processes with best practise  framework

· Project prioritisation/planning process

· Development process established/published

· Development centre established

	Level 2


	· Defined operational model

· Development organisation implemented

· Support organisation implemented

· Quality assurance / governance of key processes in place

· Right office environment in all 3 campuses


	· Document systems

· Mature development methodology

· Process for change control and configuration management

· Efficient testing model

· Process for estimating, cost control

· IT support

· Professional resource management

	Level 3


	· Matrix management of staff

· Organised by activity, not function

· Efficiency of activities constantly measured

· Complete delivery capability optimised

· No passengers

· Right size and shape
	· Internal college / function processes linked

· Benchmarking within sector

· Sophisticated project reporting

· Stakeholder, resource and relationship management

· Establish development tools



	Level 4


	· Sales/commercial management skills in place

· Partnerships with complementary organisations

· Defined IS services, capable of being sold

· Flexible resources working in virtual teams
	· Recognised best practice

· Estimating models to support fixed price bids

· Develop methodology to compete externally



	Level 5


	· Recognised in NTU and HE sector

· Core team, supplemented by external companies

· Important contributor to bottom line


	· Benchmarked globally

· Leaders in Business Change Management



	
	Architecture 
	Finance 

	Level 1


	· IM Strategy underway


	· Understand our budgets

· Reactive cost tracking

· Accurate time and materials tracking

· Clients understand our costs

	Level 2


	· IM Strategic Architecture defined

· Adherence to external standards

· Architecture stack concept understood and accepted

· Link with NTU Strategic Plan aligned


	· Proactive cost management and forecasting

· Understand costs and activities that drive cost

· Robust estimation and full cost tracking

· Manipulate/Flex our budgets to get things done

	Level 3


	· IM Strategic Implementation 50% complete

· Unified Communications complete/stable

· Clients “Buy-in”

· Demonstrable benefits

· 3 year rolling plan in place

· Enforced governance of change
	· Financial intelligence and commercial thinking

· Personal billing/understand individual and team contribution to bottom line (in £s)

· Cost reductions providing extra money for investment

· Fixed price capability based on track record



	Level 4


	· Low cost, stable, proven architecture fit for purpose

· Rationalised application stack

· Benchmarking process in place

·  Proven as flexible and adaptable

· Component based
	· 3 year financial plan in place to fund strategy

· Help up as a model for University financing of IS



	Level 5


	· One architecture – no competitor can match

· Differentiation between historic silos long gone

· Supports NTU in exploiting opportunities

· Mature processes in place

· “This is the way that IS works”
	· Shared Risk/Reward

· Could be floated off as a  business




IT Governance
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