
The Biggest Security Risk is You! 
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Asbjørn Reglund Thorsen (FSAT) 
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About me 

 

ÅMaster degree in informatics University of 
Oslo 

ÅProgramming background  

ÅSecurity enthusiast 

ÅPenetration tester 

ÅWeb application security expert 

ÅI like to break stuff.... 
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FSAT/OPSYS 

ÅMake solutions for Universities and Colleges 
Admissions Service (UCAS)  in Norway  

ÅExternal and internal pen-testing of 

ïWeb applications 

ïApps 
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About this talk 

ÅShow how you can be hacked 

ÅShow where you might get hacked 

ÅSome possible improvements you can do to be 
more safe 

 

 

25.06.2015 
Asbjørn R. Thorsen a.r.thorsen@fsat.no 

@fuzzerman 
4 

S
o

u
rc

e
: 

h
tt
p

:/
/w

a
ll.

a
lp

h
a

co
d

e
rs

.c
o

m/b
ig

.p
h

p
?

i=
1

9
8

9
6

7
 



Disclaimer 

* Breaking into computer systems is illegal! 
* Might end up in jail or getting sued 
* The content demonstrated in this presentation 
   is for educational purposes only 
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The biggest security risk is YOU! 

ÅCoffee shop 

ÅUnattended 
computer 

ÅSame 
passwords for 
different apps 

ÅCorporate 
documents on 
phone/pad? 
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Global Corporate IT Security Risk 
2013 (Survey) 

Å91% of the companies had at least one 
external IT-security incident within 12 months 

Å85% reported internal incidents 

ÅA serious incident costs in average £430.000 
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Global Corporate IT Security Risk 
2013 (Survey) 

ÅOne of the main hazards 

ïPersonal  mobile devices used for work related 
purposes 
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Where can I be hacked? 

ÅCoffee shops 

ÅTrain 

ÅSupermarket 

ÅCar 

ÅApps 

ÅWork 

ÅHome 

 

 

 

ÅPlane 

ÅSchool 
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Coffee shop scenario 

ÅI'll work at a different location today 

ÅThe Coffee shop has free Wi-Fi.....great! 
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Your device is selling you out! 

ÅAre you my home network? 

ÅAre you my work network? 

ÅYou are? Let me connect! 

 

ÅAll the hacker's computer has to do is say... 
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DNS-Spoofing 

Karma 
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WEP/OPEN NETWORKS 

ÅNorway �t Nesodden 

ï12.6%  NONE or WEP 

ÅFrom Edinburgh to Dundee 

ï28.12% NONE or WEP 

ÅDundee 

ï23.5% NONE or WEP 
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