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Information security is a growing institutional challenge; if not managed correctly enterprise 
strategic objectives are at risk. How can you convey the importance of this, and instigate a program 
to build an information security management system? How do you ensure that policies are 
appropriate, well maintained, and implemented effectively?  

Information security is defined as the preservation of confidentiality, integrity and availability of 
information. Preservation of all three characteristics is crucially important, and requires 
engagement throughout the institution. Information is wide-reaching and includes: student personal 
data, intellectual property, exam preparation and results, benefactor details, and financial 
information.  

An information security management system (ISMS) includes all the policies, procedures, plans, 
processes, practices, roles, responsibilities, resources, and structures that are used to protect and 
preserve information and ensure it is available. It includes the elements that organisations use to 
manage and control their information security risks. In this age of increasing numbers of threats and 
attacks on institutions’ IT systems, information security is still often seen as being an IT problem; 
instead this is one part of a bigger institution-wide challenge.  

 
UCISA has published an Information Security Management Toolkit www.ucisa.ac.uk/ismt. A team of 
five universities and colleagues from Jisc Technologies have, with guidance from the lead author 
Bridget Kenyon from UCL, created a resource for use by information security/governance 
professionals wishing to put in place an information security management system (ISMS) in their 
organisation. The Toolkit also addresses how to convey the importance of information security to the 
organisation. 
 

The Toolkit outlines an approach to successfully implement an ISMS based on ISO/IEC 27001:2013 
(Information technology — Security techniques — Information security management systems — 
Requirements). It is intended as a practical resource, providing an overview of the key aspects of a 
successful ISMS and guidance on how to implement them. It also includes case studies, as well as 
templates and example resources which organisations can tailor to suit their needs. 
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This conference session will draw on the experience of the contributors to UCISA’s Information 
Security Management Toolkit to highlight practical steps towards implementing an ISMS, starting 
with defining the policy and getting senior management buy in, through to building the business 
case, implementing the policies and evaluating performance.  

After an initial survey to identify the maturity of information security management systems 
implementation in the audience, the session will break to identify the issues participants are facing 
and highlight solutions. Session participants will: recognise that information security is the 
responsibility of everyone; understand the steps required to build an information security 
management system and learn from institutions that have implemented aspects of an ISMS.   

UCISA, the Universities and Colleges Information Systems Association, is a membership organisation 
representing those responsible for delivering information management systems and technology 
services in universities, colleges and other institutions.   UCISA membership is institutional and has 
almost 100% coverage within the higher education sector in the UK.  UCISA also has over 110 
corporate members. 

 

UCISA publications, case studies and event materials (presentations, streamed content and other 
post–event resources) are freely available to colleagues across the UK and internationally at 
www.ucisa.ac.uk  

 

Anna Mathews is UCISA’s Head of Policy and Projects.  She drafts UCISA’s consultation responses and 
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special interest groups and leads the annual statistics survey.    
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As Director of IT Risk Management for the University, Professor Paul Jeffrey’s responsibilities are 
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