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1. Summary 

Secure idenTity acrOss boRders linked 2.0 (STORK 2.0) is the continuation of a project co-funded by 
the European Commission as a part of its Competitiveness and Innovation Programme (CIP) in order 
to address, in a cross-border scenario, the identity management and citizen information sharing 
problem. This project, which is currently finishing its execution, has brought together 19 countries 

and 60 consortium partners mixing public and private sector organizations. 

By running four real-life pilots, the project has put some light into the complexity of cross-border 
interaction among European member states, beyond the simple electronic identity interoperability. 
One of these pilots, the eAcademia pilot, is focused on the potential usage of cross-border provided 
university user role and academic records information on university electronic services by foreign 
students moving from one European university to another. 

This article will summarize the main outcomes of the project and will focus on the paths that have 

been opened after the project, its sustainability and further adoption by new stakeholders. 

2. Background 

University Jaume I is the leader of the eAcademia pilot in STORK 2.0. This pilot allows students to 
access services and retrieve their academic information in universities from several member states 
using their own national credentials. This paper describes the main outcomes of the pilot’s running. 
Results and benefits obtained by all stakeholders are presented; challenges encountered and their 
future implications are analysed, and special attention is paid to the sustainability of the common 

interoperability infrastructure after the end of the pilot.  

3. Results and outcomes 

The main remarkable result of the project, is that an acceptable degree of interoperability among 
the member states participating in it has been achieved, despite the great complexity behind the 
definition of the requirements and the number of partners involved. The common interoperability 
framework put in place by the European Union Member States involved in STORK has allowed 
universities to successfully and securely provide user academic information to feed services in a 

cross-border environment that wouldn’t be otherwise possible. 

Services offered range from distributed eLearning courses, to services related with the introduction 
to the job market (academic records aggregation and validation systems, job selection platforms 
filtered by the user’s academic records), all of them on a transparent and scalable cross-border 

environment. 

The main technology outcome has been the widening of the previous pan-European federation of 
electronic identities, with the addition of new functionalities (such as authentication on behalf of 
another legal/physical person), member states and sources of information (academia providers, 
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business registers). The aim of the original Identity Federation was to delegate the authentication 
procedure on the involved party who has control over the validation of the authentication data, 
which are national authorities which guarantee the authenticity and validity of identity proofs and 
attributes, and provide a graded scheme of the quality of the authentication. In the new federation, 
other sources of attributes are added, which required the development of an updated quality 

assurance assessment system for the validity of each data provided by each source. 

Besides this, the automated treatment of user information on many use case scenarios of the 
services developed has evidenced the need for standardization and harmonization of data sets and 

data structure specifications at a European level. 

The use of electronic identities issued in the country of origin and the electronic transfer of 
academic records and information generates several benefits for the student moving to another 
University in a different country. Those benefits depend on the services made available by each 
academic institution, but they can be summarised as follows: students can apply online for job 
positions or internships without the need for manual verification of their degrees or academic status; 
they can access to related courses of several universities without the need of enrolling on each one 
of them, students can retrieve signed academic records from different sources at a time without the 
need for validating their identity in person in each one of the sources. For this reason, the following 
benefits arise: reduction of the administrative burden for students, access to personal data stored in 
several institutions safely and in real time, provide faster, safer, easier and more flexible access to 

services and all of STORK previous benefits derived from cross-border authentication. 

Access to electronic services using STORK authentication mechanisms and authorisation based on 
role attributes allow the management staff to avoid some in-person formalities, but also, some 
additional benefits derive from the use of identity attributes improving the quality of the data 
managed by the University: administrative processes become easier and more transparent, the use 
of eIDs and automatically processed user data increases the overall quality-of-service because 
applications can be processed faster and more efficiently, electronic formalities can be performed 
without need of a previous in-person registration and credentials delivery procedure, some services 
can be offered to groups of people based on their role and not on their specific identity, and thanks 
to the attributes linked to the identity of the user, the data quality is greatly improved. 

4. Conclusions and future challenges 

The pilot has shown that generalization of eIDs by the European countries will contribute to 
eliminate formalities in all aspects of university activity, and to build a full electronic and cross-
border academic environment that will enable the student to access a broad set of educational and 

job-related services just by having his own national electronic credential. 

The most immediate challenge of the eAcademia pilot, in order to attain sustainability is to promote 
the adhesion of new attribute providers that would attract a great number of potential users. More 
users would then attract new service providers, eager to consume the data provided for their own 

services, which would encourage them to add their data too. 

Also, there’s still a need for a greater effort on lessening the breach between the common user and 
the infrastructure: given the heterogeneity of the specific member state infrastructures and actors, 
and given the high legal requirements established in user information and consent, the experience 
that should be transparent for the user becomes complex, and this should be the focus of future 

works. 
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