
The Biggest Security Risk Is You!

Asbjørn Reglund Thorsen, University of Oslo, Norway, asbjornt@usit.uio.no

Keywords

Hacking, Security, Security Awareness, Live demos, BYOD

ABSTRACT

Almost every day in the news we hear about how companies and private persons get
attacked by hackers. Old and insecure programs and technologies is a gold mine for
hackers to compromise you and your organization.

IT security issues are often very technical and it's often hard for non-technical people to
understand. To increase the security awareness in your organization it is important for all
the employees to understand some basic concepts of it-security. The best way to make
people understand what not to do is to see how hackers work and how they can attack
you without them even noticing.

Seeing is believing and with several demos I'll try to make people understand some
aspects within IT security better, by showing how a hacker can attack them, without the
victim even knowing it.

What is a hacker, and how does a hacker think? To defend yourself from hackers, you'll
have to start to think as one!

Free Wi-Fi often is without proper encryption and if you choose to spend a work day at
e.g. a coffee place, it's important to think security the right way, or you will get hacked.
However if the right precautions are made, one can enjoy free Wi-Fi with a smile.

How you use the internet at work and at home differs. Many feel safer at home, where
they pay their bills, buy stuff from internet stores with their credit cards. Are you sure
you configured the wlan switch correctly? How old is your wlan switch? Does it even
support up to date security?

The talk will give insight into how hackers think and how they easily can eavesdrop on
your cell phone, laptop, iPad etc. The goal is to show different hacking techniques and
how hackers can exploit your systems and your lack of security awareness.

This talk has been held several times in 2014 in Norway and it got really good feedback
from different organizations like:

• The Brønnøysund Register Centre
• Altinn
• Ministry of Defence
• The Accident Investigation Board Norway
• The Norwegian Society of Graduate Technical and Scientific Professionals.


