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1. Summary 

In November 2013 our university had an IT disaster. Everything that was not supposed to happen 
happened. Our main power supply went down in our main IT operation hall and the result was that our 
uninterruptable power supply (UPS) and diesel generator broke down. We were in an emergency mode 
and our security manager called in the disaster group, following the instruction in our disaster recovery 
plan. In this presentation I will tell the story of a ten year long journey. From how I struggled to anchor 
the need for disaster planning until we were faced with managing a disaster and how we came through 
it. 

2. ABSTRACT 

Risk management has been a top issue for many years, still many organizations have not done their 
homework. Does your organization have a business continuity plan? In a survey MSB – Swedish Civil 
Contingencies Agency asked this question to all the 351 Swedish authorities. 65% answered no. Who is 
responsible for the disaster work at your department? I asked the question to a big IT department, no 
one raised hand. This was in 2014. In 2002 I asked our CIO and our security operation manager some 
questions. 

 

 
Figure 1 Some questions to identify the current situation in 2002  

 

According to the answers it was time for some actions. What is not documented does not exist. 

Identify how the disaster recovery plan relate to the business continuity plan – hopefully there is one. 

Set up a disaster recovery plan, including checklists. It’s easy to make the plan, the challenge is to 
involve all the relevant roles and make them take responsibility for their tasks. You need to know your 
role. Who is responsible and what actions to be taken before, during and after an emergency situation.  

Make a priority list over all the important IT systems. Include all the information owners in the work – 
they need to realize that maybe their system is not the most important. To your help you can use the 
priority list you have set up for your service desk, teacher, student, researchers. And the impact it 
has in the organization, total enterprise, department, multiple users. Document all other subsystems, 
services and clients and connect to the service level agreements – which I hope you have. 



Make scenario exercises with the staff to get them to understand their role and identify what they 
need to improve – expensive but money well spent. 

Every important IT application need to have its own disaster recovery plan which regulates the 
conditions that apply and the persons to be contacted. 

It took me ten years to get everyone involved onboard. We did an extensive workshop in the autumn 
2012 and the participants realized that they had some homework to do. In November 2013 we had our 
first situation ever classified as a disaster.  

It turned out that our uninterruptable power supply system had broken down. The only solution was 
to build a new one. The manufacturer was located in Italy and they needed two months to deliver. We 
faced two months in emergency mode. We bought and we borrowed small UPS, coordinated people, 
gave information and followed our plans. As a result, all of our prioritized important services was up 
and running according to the time frame set in their disaster recovery plans. 

  
Figure 2 IT systems up and running according to plan  

 

In the end of January we could go back to normal mode. When I compiled the analysis report, I noted 
that we were prepared and we passed our first disaster ever successfully. 
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