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1. Executive summary
University of Turku (UTU) has implemented hierarchical role based access control solution with Sun Microsystems Identity Manager. The solution, UTU-IdM, has been in production since November 2009. UTU-IdM has improved university’s user access management in many ways including automation of user account creation and access control. 

With hierarchical RBAC, UTU has been able to implement flexible workflows that support the requirements for access control coming from different it-solutions and rules set by the university rules of finance and the guiding principle of the university.

Background

The University of Turku started the project of renewing user access management solution in autumn 2007. The goal of the project was to replace the in house build solution with commercial product that would implement hierarchical role based access management. Drivers for the project ware upcoming merger with Turku School of Economics, legacy product that was used so far, the need to improve information security among other reasons such as cost savings.
The project included careful planning and role mining before the public European procurement was made. A year of requirements gathering was needed before the request for proposal was ready to be published (TED-publication 115766-2008). 
2. Technical environment

UTU-IdM technical environment consists of IdM software, internal database, source databases, target directories and on board applications.
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Figure 1
Source databases

UTU-IdM source databases hold information of students, employees, visitors and projects. The source databases define the main roles, described later in this paper, and identities for the users of the University of Turku. Figure 1 below describes the source, target and internal databases of the UTU-IdM.

Student record database 
Student record database provides personal information of the students and their study rights at the university. Personal information is used to create the identities for the students and study right information is translated in to contracts, which are described later in this paper. The duration of the contract defines the length of time the user account is active. Students may have several overlapping study rights effective at same time. Information coming from the student record database is read into the UTU-IdM every morning. Based on the information the new user accounts are provisioned automatically to the state that they are ready to be activated. After activation the final roles are calculated and the students are placed into the correct organizational unit of the university.
Human resources database 

Human resources database provides personal information of the employees, their contracts at the university. Personal information is used to create the identity of the employees and contract information is used to place the employees to the correct organizational unit. In addition to the personal and contract information the human resources database provides information of the employees manager, organization role (unit manager, department manager, etc) and possible information of leave of absence which might effect on the user’s access rights.
Visitor database

Visitor database holds information of the visitors who need to be able use the it-resources of the university. Visitor database is implemented as an internal resource of the UTU-IdM and it is administrated via the UTU-IdM. Within the database UTU-IdM holds personal information of the visitor and information regarding the visitor contract/s the visitor has. Visitor contract information always includes information of the manager assigned to the visitor. The manager assigned to a visitor needs to be an employee of the university. The visitors are placed into the organizational unit of the visitor’s manager. A visitor may have several overlapping visitor contracts effective at the same time.
Work time allocation system

The Work time allocation system provides information of the projects established by the financial department. The project information contains the project number and name, the project manager and project members. The information will later be used to provide specific resources for the project’s use. Such resources could be network disks, automatic email groups etc… The concept of project will be added to UTU-IdM during the summer of 2010.

UTU-IdM internal database

The internal database of UTU-IdM consists of the internal database itself and copies of the source databases which provide personal and contract information of the users. The internal database holds only necessary information of the users, so that UTU-IdM can retrieve the rest of the information from source and target databases when needed eq. when the user’s information is opened from the UTU-IdM. The figure 1 below describes the contents of UTU-IdM database. Figure 2 describes the contents of the UTU-IdM internal database instance.
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Figure 2
Target directories

The user information is provisioned as attributes into Sun Directory Server (LDAP) and domain controllers (Microsoft Active Directory). These directories provide the need login information for most of the university’s production it-resources. UTU uses LDAP for login into web based applications, email and federated services of HAKA- and KALMAR-federations. In addition the LDAP holds information of the email and posix groups. Active directory is mainly used for login into the micro computer network of the university.

Provisioning users

The process of provisioning new users get’s it’s impulse from a source database which holds information of a new user. Figure 3 below shows the different steps that are performed by the UTU-IdM while it provisions a new user. 
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Figure 3
3. UTU implementation of RBAC
UTU has implemented hierarchical RBAC in to UTU-IdM. Business roles may contain several it-roles which bring in the access rights to the resources and controls if the user account should be active or disabled. A special implementation of a business role is the main role which gives generic access rights to employees, students and visitors. Other business or it-roles can be tied to a organizational level which gives simplicity to the role model since there is only need for one department manager role as an example even if UTU has close to a hundred departments in the university organization. 
Main role

UTU-implementation of RBAC contains a concept of a main role (type of a business role). Every identity within the system is based on a main role that user gets when his/her user account is generated. Every user has at least one main role but is not limited to one. Current main roles are:

· Employee

· Student

· Visitor

The source of the role is one of the source databases: human resources, student records or visitor database. Out of these source databases the UTU-IdM get’s the personal information for each user. In case user is present in more than one of the source databases the solution compares the personal data of a user in the order databases are listed above. As an example if a person is both active employee and student his/her personal information coming from student record database is over written with the information coming from HR-database. Figure 4 below describes the main roles of UTU-IdM.
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Figure 4
Business role

Business role is used to group it-roles together and/or to give access to a capability targeted to organizational level to users who have the role. Main role is a business role with special characteristics.
All business roles have common characteristics which control the behavior and effect of the business role:

· May contain other roles

· Capabilities assigned to it 

· Limited to a select group of main roles

· Request able, automatic or assigned

· When request able have workflow connected to it

· Have specified assigner or approver roles assigned to it

Capability

Capabilities are used to give special rights for roles. Capabilities can be tied to a organizational level so that the actions that user can do with his/her capabilities can only be targeted to objects belonging to a specific organizational level and below it. 

With capabilities a role might have the right to activate user accounts, view other user’s information, assign roles to users or approve roles etc…

Contract

Each main role is based on one or more contracts received from the source databases. Once a new person is found from the source database the UTU-IdM pre-provisions the new user. Once the user’s contract becomes active his/her account can be activated and the required roles calculated. 

A contract always contains the following attributes:

· Start date

· End date

· Organizational unit for the user

Every user may have one or more contracts coming from one or more source databases. Once user’s last contract is terminated the user account will be closed. User has only one user account which is created when the first contract of the user is activated.

IT-role

With it-roles UTU-IdM controls access rights to resources it has control over and gives administrative rights to users. Administrative rights can be such as create a new user account, assign/remove roles from users, reset passwords and  active user accounts.

Resource

A resource can be defined as an on board application or access right within UTU-IdM. There are resources that are common to all users (main roles). Examples of these are:

· Email

· Microcomputer network

· Intranet

· Unix

Some resources are specific to a set of predefined users. Examples of these are:

· Access to graphical material of the university

· Automatic email groups

· Student Record database administration

· Access to electronic library material

A user right or access to a resource is managed by it-roles of UTU-IdM.  It-role specific to a resource may contain resource attributes which will then actually create the access right to the resource. As an example the UTU-LDAP-Mail it-role provisions the required LDAP-attributes to create the email account for the user. 
A resource connected to UTU-IdM needs to be owned by someone belonging to UTU organization. 
4. UTU-organization and roles
UTU has four level organizations: UTU, faculty, department and unit. Faculty level contains seven faculties, special unit organization and university administration according to the Figure 5 below.
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Figure 5
Every person is placed to the unit level within the university organization according to his/her contract received from the source databases. Figure 6 below describes how different roles are tied to a organizational level of the University of Turku.
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Figure 6
One user account several roles

A user can have several main and business roles tied to his/her user account at the same time. As an example a person can be an employee, visitor and/or student at the same time. Figure 7 below shows how one user account can be have different roles active at the same time.
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Figure 7
All of the users roles are tied to his/her contract and to the organizational unit of the contract itself. Figure 8 below describes how the roles above can be tied to different organizations.
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Figure 8
5. Workflow
If a role is defined to be request able it has a workflow connected to it. The workflow used when a role is requested can be defined within the role itself. The role contains information which roles can request for it.
UTU has defined that a request able role can be received automatically after it is requested or with one or two level approval process. The first or second level approver can be any role that has approver capability with in it and is selected to be the approver within the role.

Figure 9 below shows the roles needed for defining who has the resource owner role for the on board applications of the financial department. The chief financial officer owns the responsibility and delegates his/her responsibility to the employees of the financial department.
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Figure 9
Figure 10 below shows an example workflow related to financial applications. According to the university rule for financial the department manager approves the user rights for e.g. travel management system and resource owner belonging to the financial department is responsible for the second level approval.
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Figure 10
6. Directly assigned roles
Roles can be assigned to a user. Assigned role may be so that they have effect only to a part of the organization.  IT-support in UTU is organized to central and local IT-support. Central IT-support can manage all of the user rights of the organization. Some parts of the organization have also their own local IT-support teams. The local IT-support may only manage the users belonging below to the organizational level they have management rights to. UTU-IdM administrator defines who is the IT-support manager. The rights to manage users at different levels of the organization are given by the IT-support manger. Figure 11 below gives an example of roles need for centralized and local IT-support.
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Figure 11
7. Further development
The University of Turku has started a project called UTU-SSO to bring in Web Single Sign on features and into UTU-IdM to move from IdM-solution to IAM-solution. In addition more on board applications will be part of the solution during year 2010. 

8. Conclusions

With careful planning, an implementation of RBAC with commercial products, can be cost effective and provide huge improvement to the management of user and access rights for all of the user related to the university of Turku. With commercial products it is possible to outsource the development of IdM or IAM solution. University of Turku has only kept the design of the solution in house, the implementation has been done by the vendor. 
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